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EXPLORANDO A SUSCEPTIBILIDADE A SOFT ERROR EM
DISPOSITIVOS FET POR MEIO DE SIMULAGAO COM GEANT4

RESUMO

Nos ultimos anos, houve um avancgo significativo na tecnologia de dispositivos eletronicos.
No entanto, esses dispositivos sdo suscetiveis a Efeitos de Evento Unico (SEEs), devido a
interacdo de raios cosmicos com regides sensiveis de circuitos, 0 que pode produzir erros
de processamento. Portanto, é relevante conduzir estudos visando correlacionar eventos
de raios cdsmicos com potenciais erros de processamento causados por estes, especial-
mente no que diz respeito a intera¢des entre a area sensivel de um circuit e particulas
especificas. Este trabalho apresenta um estudo de simulagao usando o foolkit Geant4 para
entender a interacdo de raios cosmicos com diversos nodos tecnolégicos eletrdnics, bem
como possiveis efeitos. As simulagdes conduzidas foram realizadas utilizando protons, par-
ticulas alfa, pions positivos, pions negativos, muons positivos e muons negativos. Estas
particulas foram incididas com energias variando de 0,5 MeV a 100 TeV e em varios angu-
los de incidéncia. Os resultados revelaram que particulas alfa geram o maior numero de
elétrons, o que é particularmente relevante nas proximidades do espacgo exterior, enquanto
prétons, que constituem a maior parte dos raios cdésmicos, tém um impacto significativo
n&o apenas no espago exterior mas também sobre em 6rbitas baixas da Terra. Embora os
muons positivos e pions tenham efeitos menores, eles sdo mais proeminentes em altitudes
inferiores, incluindo o nivel do solo. O angulo de incidéncia demonstra ser importante na
avaliagcdo de SEEs, com tecnologias planares demonstrando maiores ocorréncias de elé-
trons, enquanto FinFETs mostram potencial para a geragao de corrente de inversao de bits,
apesar de gerarem menos elétrons.

Palavras-Chave: Erros Soft, Raios Césmicos, MOSFET, FinFET, Geant4.



EXPLORING SOFT ERROR SUSCEPTIBILITY IN FET DEVICES VIA
GEANT4 SIMULATION

ABSTRACT

In recent years, there have been significant advancements in electronic device technology.
However, these devices are susceptible to Single-Event Effects (SEEs) due to the interaction
of cosmic rays with sensitive regions, which can lead to processing errors. Therefore, it is
necessary to conduct a study to correlate cosmic ray events with the potential for processing
errors, particularly concerning interactions between the sensitive area of the device and
specific particles. In this work, we present a simulation study using Geant4 to understand the
interaction of cosmic rays with technology and their possible effects. Our simulations used
incident particles such as protons, alpha particles, positive pions, negative pions, positive
muons, and negative muons. These particles were incident with energies ranging from 0.5
MeV to 100 TeV and at various angles of incidence. The simulations showed that alpha
particles generate the most electrons, which is particularly relevant near outer space, while
protons, which constitute the majority of cosmic rays, have a significant impact not only in
outer space on low earth orbit SEEs, although positive muons and pions have less effects,
they are more prominent in lower levels, including ground level. Angular incidence is critical
in SEE evaluation, with planar technologies demonstrating higher occurrences of electrons,
and FinFETs showing potential for bit flip current generation despite fewer electrons.

Keywords: Soft Errors, Cosmic Rays, MOSFET, FinFET, Geant4.



LIST OF FIGURES

Figure 2.1 — Air shower generated from cosmicrays [192].................... 16

Figure 2.2 — Planar and FinFET transistors (Source: https://www.synopsys.com/
glossary/what-is-a-finfet.html). .. ...... ... ... . . . . 18

Figure 3.1 — Number of publicationsperyear. ... ....... ... ... .. .. .. .. 24

Figure 3.2 — Publication per journals — TNS: IEEE Transactions on Nuclear Sci-
ence, MR: Microelectronics Reliability, Elect: Electronics (Switzerland), TCASI:
IEEE Transactions on Circuits and Systems |, SST: Semiconductor Science

and Technology. . .. ... 25
Figure 3.3 — Heat map indicating the number of publications by countries. ...... 25
Figure 3.4 — Heat map of heavy ion experiments (obtained using the Periodic

Trend Plotter Tool [162]). . . . . . . oo oo e 28
Figure 4.1 — Coordinates used to characterize planar and FinFET transistors (Source:

https://www.synopsys.com/glossary/what-is-a-finfet.html - modified). ... ... 35
Figure 4.2 — Planar channel and effective channel (Source: [176]). ............ 35
Figure 4.3 — Planar and FinFET architecturedesign. ....................... 36
Figure 4.4 — FET architectures design detailed segmentation. .. .............. 36

Figure 4.5 — Geant4-based simulation for 65nm and 22nm technology nodes, re-
moving the substrate area, bringing the chosen four distinct angular mea-
SUIEMENE GrOUPS. . . vttt ettt e e e e e e e 43

Figure 4.6 — Circuitry for the memory cell, with the read and write circuits. ... ... 47

Figure 5.1 — Particle (x-axis) versus Average Number of Electrons (y-axis). This
graph shows the average number of electrons measured for each particle.

The average is calculated over the angle of incidence and energies. ...... 49
Figure 5.2 — Energy versus Average Number of Electrons per Particle. ......... 50
Figure 5.3 — Simulation of a memory cell in 65nm technology, with 4 write and 4

read operations. The differential lines, BL and BLB, are pre-charged when

the clk signalisequalto’0’. .. ... .. 51
Figure 5.4 — Simulation of a memory cell in 65nm technology, with 4 write and

4 read operations. Note the two source currents on 'Q" and 'nQ’ signals

inducing bit flips. . . ... 52
Figure 5.5 — Simulation of bit flips on 65nm, 28nm, and 7nm. The simulation

highlights the current inducing the bit flips for each technology. . .......... 52


https://www.synopsys.com/glossary/what-is-a-finfet.html
https://www.synopsys.com/glossary/what-is-a-finfet.html
https://www.synopsys.com/glossary/what-is-a-finfet.html

Figure 5.6 — Current per incidence angle for different particles. Gold line: mini-
mum current needed to cause a bit flip obtained from electrical simulation.
Violet line: minimum current calculated by replacing loy with 54 in Equation

1 T 54
Figure 5.7 — Radar chart showing the number of electrons, comparing different
technologies and angles normalized by particles. ..................... 55

Figure 5.8 — Radar chart showing the current, comparing different technologies
and angles normalized by particles. .. ....... .. ... .. L 56



LIST OF TABLES

Table 3.1 — Relationship between facilities and publications originating from these
inthe years 2018-2022. . ... ... .. i

Table 3.2 — An account of particles and the frequency with which survey papers
mentiontheir use. . ...

Table 4.1
Table 4.2
Table 4.3
Table 4.4
Table 4.5
Table 4.6
Table 5.1

65nm Technology Details. . . ...
32nm Technology Details. .. ...... ... .. ..
22nm Technology Details. .. ...... ...
14nm Technology Details. .. ... ... .
7nm Technology Details. . . ...... .. i
Summary of experimental parameters and conditions. . ............

Current, in A, to induce a bit flip for different technology nodes. We

consider the smallest current to induce a bitflip. ......................

Table 5.2 — Number of electrons (N) across different technologies and angles. I:
current (uA). Complete table with other particles in GitHUB [151]. ........

Table 5.3 — Simulation and Saturation Current Values for Different Technologies.
The Ion saturation values are from references [174—177,214]. . ..........

26

93

93



1.1
1.2
1.3
1.4

2.1
21.1
21.2
2.1.3
214
2.1.5
2.2
2.3
2.3.1

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

4.1
4.2
4.3
4.4
4.5

CONTENTS

INTRODUCTION . . ... e e 12
MOTIVATION . . e e e 13
OBJECTIVES . . . o 13
CONTRIBUTION . .o e e e 13
DOCUMENT ORGANIZATION ... e 14
BACKGROUND KNOWLEDGE. . . ... ... .. e 15
COSMIC RAYS INATMOSPHERE . . ... .. e 15
PROTONS .. 16
NEUTRONS . . e 16
ALPHA PARTICLE . ..o 17
PIONS 17
MUONS . 17
PLANAR AND FINFET TRANSISTORS .. ... ... . 17
GEANT A . 19
RELATED WORK USING GEANT4 INFETDEVICES .................... 20
LITERATURE REVIEW . ... ... . 22
SURVEY METHODOLOGY . . . ottt e e e e 22
PUBLICATIONS BY YEAR . ... e 24
JOURNALS TARGETEDBY ARTICLES .. ... ... 24
RADIATION FACILITIES AND COUNTRY LOCATIONS . .................. 25
PARTICLES . . . 27
PARTICLES AND COUNTRIES . . . ... . 29
IMPACTS FROM CIRCUIT TECHNOLOGY ... ... 30
TRENDS .. 32
METHODOLOGY . . ... e 34
GEANT4: BASIC INFORMATION . . ... e 34
TECHNOLOGY PARAMETERS ... ... . e 34
SIMULATION PARAMETERS . ... .. e 42
SIMULATION RESULTS DATA MANIPULATION . . ... ..ot 44
CURRENT CALCULUS . . ... e 44



4.6

5.1
5.2
5.3
54
5.5

5.6

CELL MEMORY SIMULATION . ... e 46

RESULTS .. 48
PARTICLE VERSUS AVERAGE NUMBER OF ELECTRONS. .............. 48
ENERGY VERSUS AVERAGE NUMBER OF ELECTRONS ............... 49
CELL MEMORY SIMULATION . ... e 51
ANGLE OF INCIDENCE VERSUS CURRENT . ...... ... .. ... . ... ..., 53
QUALITATIVE COMPARISON BETWEEN TECHNOLOGY, ANGLE OF INCI-

DENCE, AND INCIDENT PARTICLES ..... ... . i 55
FINAL REMARKS . . .. 57
CONCLUSION . . ... e 58
PUBLICATIONS DURING THE MSC PROGRAM . . . ... ... 59

REFERENCES . . . . ... .. 60



12

1. INTRODUCTION

Cosmic rays consist of high-energy particles, mostly protons, alpha particles, and
heavy ions atomic nuclei [72], that continuously enter Earth’s atmosphere. Upon enter-
ing the atmosphere, they interact with it, creating a cascade of many secondary particles
such as muons, protons, neutrons, and pions, leading to the formation of an extensive air
shower [182]. The particles from this shower interact with materials in the atmosphere and
on Earth’s surface. This interaction can lead to various consequences, including specific
effects on electronic devices as high electric charge doses [70] and atoms ionization [93].

When cosmic rays particles strike electronic devices, they can cause harmful ef-
fects, categorized under phenomena collectively known as Single Event Effects (SEEs) [111].
SEEs occur when a single ionizing particle hits a sensitive region within an electronic device,
generating a current surge. If this surge occurs near the drain of a transistor in its off-state
mode within sequential logic, it holds the potential to modify the value stored in memory cells
without the occurrence of a specific write operation. This is called Single Event Upset (SEU),
also known as a soft error. On the other hand, if the surge affects combinational logic, it can
propagate through the circuit, resulting in a Single Event Transient (SET) that may impact
connected circuits [20].

The susceptibility of an integrated circuit to SEEs can vary depending on the elec-
tronic device. Several works have explored the impact of radiation-induced errors in elec-
tronic devices, ranging from cryptography hardware implementations on SRAM-based FP-
GAs [18, 75] to the execution of modern machine learning algorithms [131, 190, 191]. For
instance, Zhang and Li [230] suggest that smaller devices or those operating under reduced
voltage supply are more susceptible to radiation-induced errors.

In addressing the aforementioned problem, it is essential to study the key param-
eters contributing to Single Event Effects and how these effects manifest. To address this
issue, we propose a computational simulation study aimed to model the impact of parti-
cles known to belong to cosmic cascades - such as protons, neutrons, muons, pions, alpha
particles, and others. The focus will be on simulating the ionization process that produces
electrons in structures similar to MOSFET and FinFET transistors. Our study is divided into
multiple phases, beginning with a literature review of the current state of experimental re-
search on soft errors. This review involves identifying the facilities, particles, and hardware
devices under investigation over the past five years. Our research provided information
that allowed us to structure the parameters of interest for the computational simulation. As
a result, we developed a research plan outlining how each particle interacts with different
technology nodes, considering their specific characteristics. The objective is to gain a com-
prehensive understanding of the relationship between particles, technology, and soft errors.
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1.1 Motivation

The influence of cosmic rays on electronic devices is a significant concern in the
field of microelectronics [152]. This research was initially inspired by Takashi et al.’s pa-
per [100], which discussed the occurrence of Multiple Cell Upset (MCU) events in 20nm
planar SRAMs when exposed to positive muons. In contrast, earlier studies by the same au-
thors on 65nm and 28nm planar SRAMs did not observe significant MCU events [122, 133].
Although the original study focused solely on positive muons, it is important to broaden the
investigation to include the effects of other incident particles. This consideration led us to
explore the impact of cosmic ray-induced phenomena on various technology nodes. Existing
literature indicates that protons can cause soft errors in technologies of 32nm and beyond.
This raises the question of whether other cosmic ray particles, such as muons from the
cosmic ray cascade, might have similar effects on even smaller technologies, a possibility
suggested by Takashi’s work [100]. Following a thorough literature review, we observed that
most research has concentrated on heavy ions, protons, and neutrons. Motivated by these
findings, we propose a more extensive study using computational simulations to model the
interaction of diverse particles with different devices, aiming to achieve a deeper understand-
ing of the impact of cosmic ray particles on each technology node.

1.2 Objectives

The main objective of this work is to simulate how particles with varying energies
and angles from the original beam affect different transistor technologies. Specifically, we
aim to determine whether particles from cosmic ray cascades have different impacts on
planar and FinFET technologies and if these particles can affect smaller technologies.

Additionally, we seek to compare planar and FinFET technologies of different sizes
by observing the impact of different particles at various energies and angles to determine
if soft errors occur. The final objective is to conduct a qualitative analysis to evaluate the
specific effects of each particle on each technology, providing a clear and organized com-
parison of particle-transistor interactions. This will offer a comprehensive understanding of
the individual and specific effects of particles on electronic devices.

1.3 Contribution

Our literature review [152] contributes to the characterization of particles, facilities,
and devices used in current radiation-induced experiments, bringing both quantitative and
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qualitative literature analyses from the past five years. This review reports trends in radiation
research, revealing which particles are currently considered most relevant, highlighting the
most commonly used facilities available for testing radiation effects, and emphasizing which
technological nodes and/or devices are addressed preferentially with regard to radiation-
induced effects studies.

Through simulation, we gain a deeper understanding of the impact that particles
with varying energy levels have on electronic devices. This research can streamline the pro-
cess of understanding and mitigating soft errors. Despite the abundance of these particles
in the atmosphere, there seems to be a lack of studies on analyzing the effect of various
particles from the cosmic cascade. Thus, a thorough investigation into these effects could
help develop strategies for mitigating errors in electronic systems. Another contribution is
the development of the Geant4 code, which includes a detailed construction of the selected
technologies based on literature references.

A complete set of the data results are made available on a GitHub website [151].

1.4 Document Organization

This document is organized as follows:

» Cosmic Rays in Different Technologies (Chapter 2): Describes the impact of cosmic
rays on various technologies. It includes a discussion on fundamental concepts, their
effects in the atmosphere, and their influence of particles such as neutrons, alpha
particles, pions, and muons. This chapter also covers planar and FinFET technologies,
and the use of Geant4 for simulations.

» Literature Review (Chapter 3): Provides a comprehensive analysis of current research.
It summarizes discoveries and patterns, including the annual number of published ar-
ticles, targeted journals, radiation facilities, and their locations, types of particles, and
impacts from circuit technology. It also discusses emerging trends in the field.

» Methodology (Chapter 4): Describes the methods and procedures used in the re-
search, including Geant4 parameters, technology parameters, simulation results, data
manipulation, and current calculation.

» Results (Chapter 5): Presents the research findings, offering a thorough analysis and
interpretation of the data obtained from simulations and calculations.

» Conclusion (Chapter 6): Summarizes the main findings, discusses their implications,
and proposes future research directions.
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2. BACKGROUND KNOWLEDGE

This Chapter presents the fundamental concepts of this research. We detail cosmic
rays, including their source, atmospheric interactions, secondary particles, and energy dis-
tribution at different atmospheric levels. We also discuss the selected devices for study and
their significance in the market. We also explain the Geant4 simulation toolkit and review
related research that has utilized this tool.

2.1 Cosmic Rays in atmosphere

Cosmic rays are high-energy particles originating from various astrophysical sources,
such as supernovae, black holes, and active galactic nuclei, they consist of high-energy par-
ticles, mostly protons, alpha particles, and heavy ions atomic nuclei [72] and are constantly
entering Earth’s atmosphere. Before reaching Earth’s atmosphere, they travel through space
with energies ranging from 10° eV to above 102 eV [72].

When cosmic rays enter Earth’s atmosphere, they collide with its atoms and molecules,
resulting in a cascade of secondary particles. These secondary particles include muons,
electrons, photons, neutrons, pions (both charged and neutral), and neutrinos, leading to
the formation of an extensive air shower [182]. The composition, energy, and quantity of
secondary particles generated by cosmic ray interactions depend on various factors, includ-
ing the primary cosmic ray’s energy and composition, as well as the altitude at which the
interactions occur.

As we can see in Figure 2.1 we can describe each level of the atmosphere:

- Deep Space: in deep space there are up to 300, 000 particles/cm?/ h, mainly protons
(90%) with some alpha particles (9%) and heavy ions(1%).

« Geosynchronous Or: up to 500, 000 particles/cm?/h, mainly electrons and protons.
But as we can see in [66] there are also pions and neutrons generated by the primary
particle interaction with the atmosphere.

Low Earth Or: Up to 100, 000 particles/cm?/h, mainly protons and electrons. As in
Geosynchronous Or there are also pions, neutrons and muons.

Airplane Altitudes: 6,000 — 9,000 neutrons/cm?/h and muons.

« Ground Level: 10 — 15 neutrons/cm?/h, 60 muons/cm?/h and neutrinos.

In this dissertation, the author focuses on protons, neutrons, alpha particles, pions,
and muons.



16
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Sources of radiation include galactic cosmic rays,
solar energetic particles, and the Earth’s radiation belts
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Figure 2.1 — Air shower generated from cosmic rays [192].

211 Protons

Protons (p) are the predominant particles among cosmic rays entering the atmo-
sphere, with initial energies ranging from 100 MeV to 100 TeV [66]. A proton is a baryon
(https://en.wikipedia.org/wiki/Baryon) with an electric charge of +1, spin % and has a mass
of approximately one u (atomic mass unit).

21.2 Neutrons

Neutrons (n) are particles generated during the initial collisions of cosmic rays in
the atmosphere. Like protons, they are baryons with spin 1, but they have no electric charge
and their mass is slightly greater than the proton. However, since this difference is minimal,
they are typically described as having a mass of approximately one u. Neutrons initial energy
depend if they are cosmic neutrons, atmospheric neutrons or ground level neutrons, but they
can get to 10 GeV [198].


https://en.wikipedia.org/wiki/Baryon

17

2.1.3  Alpha Particle

An alpha particle («) is composed of 4 particles: 2 protons and 2 neutrons, forming
what can be called a helium nucleus. Although it is not a fundamental particle, being a stable
nucleus, it is considered a composite boson (https://en.wikipedia.org/wiki/Boson). lts electric
charge is +2, and its spin is 0. Its mass is, as expected, approximately 4 u. This particle
makes up about 9% of cosmic rays and the initial energy are commonly ranging between
40GeV and 250 TeV [2].

2.1.4 Pions

Pions (), like neutrons, are among the particles most frequently produced in the
early layers of the atmosphere and can reach an initial energy of up to 10 GeV [114]. Pions
can be positively charged (7*), neutral (7°), or negatively charged (7~) and are mesons with
spin 0. Their mass varies depending on their charge but is somewhat greater than the mass
of a muon.

215 Muons

A muon (u) is a lepton with an electric charge of -e, spin % and a mass approxi-
mately 207 times greater than that of an electron. It is often described as “very similar to
the electron, but heavier.” Due to its high mass, the muon’s stopping power is relatively low,
resulting in only a slight energy loss as it travels through the atmosphere. Combined with
the relativistic effects of its high velocities, muons can reach the Earth’s surface. In addition
to the muon, there is also the antimuon, which is identical to the muon but with a positive
electric charge. Both are common in the atmosphere.

2.2 Planar and FInFET Transistors

Transistors are semiconductor devices that can amplify electrical signals as they
are transferred from input to output terminals [211]. Transistors can be viewed as electrically
controlled switches with a control terminal and two other terminals that are connected or
disconnected depending on the voltage or current applied to the gate [211]. This work
evaluates the effects of the particles in two different devices, presented in Figure 2.2:


https://en.wikipedia.org/wiki/Boson
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» Planar transistors, specifically MOSFETs (Metal-Oxide-Semiconductor Field-Effect
Transistors), are traditional semiconductor devices used in various electronic circuits.
These transistors have a flat, planar structure where the current flows horizontally from
the source to the drain through a channel controlled by the gate.

» FinFETs (Fin Field-Effect Transistors) are a type of multi-gate transistor designed to
overcome the limitations of planar transistors. They feature a 3D structure with a thin
silicon fin extending from the substrate, providing better control over the channel and
reducing short-channel effects.

Planar FET FinFET
% /A Drain
: Gate = Gate FETH
*Source Source
Oxide |[EEiE Oxide
Siliéon Silicon
substrate substrate

Figure 2.2 — Planar and FinFET transistors (Source: https://www.synopsys.com/glossary/
what-is-a-finfet.html).

In planar technology, the channel is formed on a flat surface of the semiconductor
substrate. The gate, which controls the current flow through the channel, is placed directly
on top of this flat surface. However, in smaller process nodes, planar technology faces
challenges related to leakage current and power consumption due to limitations in gate
control [211]. To overcome the planar transistors’ limitations, a new type of transistor was
created, FinFETs, first commercialized in 2010. FinFETs offer better performance, lower
power consumption, and improved scalability than planar transistors, especially as transistor
sizes shrink. Thus, it permits transistors to keep reducing sizes, as Moore’s Law proposes
[211].

In these dissertation we focus on 2 planar technologies and 3 FinFET technologies:

« 65nm Technology (Planar): This refers to the semiconductor manufacturing process
technology node where the transistor gate length is approximately 65 nanometers.
During this time, planar technology was primarily used. Commercial integrated circuit
manufacturing using 65nm process began in 2005. The 65nm technology supports for
a wide range of applications, such as mobile devices, computers, automotive electron-
ics, loT, and smart wearables [194].


https://www.synopsys.com/glossary/what-is-a-finfet.html
https://www.synopsys.com/glossary/what-is-a-finfet.html
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* 32nm Technology (Planar): This node is an advancement over the 65nm node. Com-
mercial integrated circuit manufacturing using 32nm process began in 2010 [215].

+ 22nm Technology (FinFET): At this node, the technology is already FinFET. It offered
significant improvements over the previous planar technology in terms of performance
and power efficiency. The memory first production was in 2008 [214].

* 14nm Technology (FinFET): This node is another FInFET technology. It offers better
performance and energy efficiency than previous nodes, enabling the development of
more powerful and energy-efficient electronic devices. It was introduced in 2015 [174].

« 7nm Technology (FinFET): Introduced in 2019, it has even better performance than
14nm node, having 50% less power consumption, 0 to 50% increase in switching per-
formance and 4 times higher density [177].

2.3 GEANT4

Geant4 [3, 7, 8, 77] is an open-source toolkit designed to simulate the trajectory of
particles or radiation as they pass through various materials. Its application areas include
high-energy physics, technology transfer, space and radiation studies, and medical physics
(e.g., X-rays, proton therapy). Geant4 is utilized by many research institutions, including the
European Organization for Nuclear Research (CERN).

Geant4 (Geometry and Tracking 4) was developed to provide a reliable simulation
environment for studying particle interactions in various experimental setups. It builds upon
its predecessors, GEANT and GEANT3. The primary goal of Geant4 is to simulate the
interaction of particles with matter, enabling researchers to design and optimize detectors
and experiments.

Geant4 can replicate an experimental setup or a detector, simulate radiation sources,
and capture specific physical quantities resulting from the interaction of source particles and
secondaries with the material. This toolkit covers a large spectrum of particle transport sim-
ulation, allowing users to model geometry, navigate tracks, apply physics interactions, gen-
erate secondary particles, record relevant information, visualize setups, and interact with
the application through a flexible interface. Geant4 also encompasses a comprehensive
set of physics processes, spanning electromagnetic, strong, and weak interactions across
a broad energy range. It is also important to note that Geant4 is an open-source platform
associated with a global collaboration of scientists and software engineers dedicated to its
development, maintenance, and support, with ongoing research and code enhancement. Its
open-source nature, readable source code, and example applications make it adaptable for
various domains, enabling the creation of custom applications or the utilization of existing
configurations.
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Example of applications of Geant4 in MOS device studies:

» Radiation Environment Simulation: Geant4 can simulate the radiation environment
that MOS devices are exposed to. This includes cosmic rays, solar particle events,
and secondary particles generated in the Earth’s atmosphere or in shielding materials.
By simulating these environments, researchers can predict the types and energies of
particles interacting with the MOS devices.

+ Particle Interaction Modeling: Geant4 provides detailed models of particle interac-
tions with matter, including the ionization and displacement damage that occur within
the semiconductor material of MOS devices. These interactions are critical for under-
standing how radiation affects device performance. Geant4 can simulate the tracks of
individual particles as they pass through the device, providing insights into the spatial
distribution of energy deposition.

+ Damage and Degradation Analysis: Using Geant4, researchers can model the cu-
mulative effects of radiation exposure on MOS devices. This includes the generation
of defects in the silicon lattice and the buildup of charge in the oxide layer. These simu-
lations help identify the mechanisms of radiation-induced degradation and quantify the
extent of damage over time.

» Shielding and Mitigation Strategies: Geant4 can be used to design and evaluate
shielding strategies to protect MOS devices from radiation. By simulating different
shielding materials and configurations, researchers can optimize the shielding to re-
duce the radiation dose the devices receive. This is particularly important for space
applications, where weight and volume constraints are critical.

 Testing and Validation: Simulations with Geant4 can complement experimental test-
ing of MOS devices. By comparing simulation results with experimental data, re-
searchers can validate their models and improve their understanding of radiation ef-
fects. This iterative process helps in refining both the simulation tools and the design
of radiation-hardened devices.

2.3.1 Related Work Using Geant4 in FET Devices

Takashi et al. [100] show that the negative muon induces considerable multiple-
cell upsets (MCUs) in 65nm and 28nm bulk planar SRAMs. In contrast, positive muons do
not result in such upsets [120, 121]. This research notes that the susceptibility to MCUs
increases as SRAM cells shrink and that due to transistor miniaturization, the MCU mech-
anism becomes more complex, including the induction of parasitic bipolar effects (PBESs)
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due to well-potential perturbation [74, 149]. In conclusion, it is necessary to investigate the
muon-induced MCUs in more advanced devices.

Deng et al. [61] propose a method based on a proton acceleration test using
Geant4 simulation to predict single event upsets (SEUs) caused by positive muons in 65nm
bulk SRAM. The researchers compared the experimental data of muon-induced SEUs and
the simulation result of proton-induced ones. They concluded that the fluxes of incident par-
ticles reaching the semiconductor devices are different between protons and positive muons
due to the energy straggling in the device. The researchers emphasized the following asser-
tion: Neutrons indirectly induce soft errors through nuclear interactions with atomic nuclei
in the device, while muons can deposit energy directly through the ionization process in the
device, causing SEUSs.

Hubert et al. [91] demonstrated that protons and muons must be considered for
ground environments. They also reported that noteworthy differences were observed for
bulk, FDSOI, and FinFET technologies since the downscaling increases SEU susceptibility
to radiation. Thus, the muon SERs are expected to increase as the critical charge decreases
with miniaturization of semiconductors.

Additionally, Hao et al. [86] studied the difference between gamma ray radiation in

planar and FinFET devices. The study concluded that a FInFET exhis lower sensitivity to
transient radiation than a planar MOSFET.
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3. LITERATURE REVIEW

To obtain a better understanding of the advancements and current state of research
on radiation-induced errors, the Author conducted a survey on the subject [152]. The aim
is to know the state-of-the-art regarding the progress of studies on soft errors. This survey
analyzed a collection of 295 articles published between 2018 and 2022, aiming to character-
ize the current state of research on radiation-induced errors. The focus is on experimental
research considering radiation effects on electronic devices, excluding works that solely in-
volve simulation and radiation modeling. Additionally, it narrows the scope of analysis to
effects of particle radiation from space, disregarding radiation sources related to devices or
materials, such as those from specific chip packaging or solder bumps.

This Chapter starts by presenting the methodology used in the survey, followed by
the evaluation of the selected papers according to different criteria. The Chapter finish with
the observed trends in the field.

3.1 Survey Methodology

To execute the survey we used the “Scopus advanced search” functionality’ on the
Scopus website to identify articles meeting our specified criteria. The search string crafted
for this work is shown in Algorithm 3.1.

The search string starts with terms associated with radiation and single events,
encompassing SEE, SEU, and SET, which are the keywords of this survey. Then, some
particles used in acceleration facilities were included. Note that the intention is to compile
articles relevant to the fields of computer science and engineering. Moreover, these articles
must be written in English and hold the status of either “article” or “in press”.

The search string was run on March 6, 2023, identifying more than 300 articles
potentially relevant. To restrict the analysis to a five-year period, articles from 2023 were
intentionally excluded since it did not constitute, at the time, a full year. This resulted in a
dataset of 295 articles. Following the Scopus search, the articles were downloaded and a
spreadsheet was compiled with the basic results for each article. Next, articles were revised,
to determine which ones met or did not meet this survey s specific requirements, formulated
as follows:

— Articles containing particle acceleration and collision facilities involving electronic de-
vices, which aim to investigate phenomena such as single-event effects, single-event
upsets (i.e., bit flips) and single-event transients.

"https://www.scopus.com/search/form.uri?display=advanced
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Algorithm 3.1 Scopus search string.

(TITLE-ABS-KEY("radiation"))
AND (TITLE-ABS-KEY("bitflip")

OR
OR
OR

TITLE-ABS-KEY("bit flip")
TITLE-ABS-KEY("Single Event")
TITLE-ABS-KEY("Single-Event"))

AND (TITLE-ABS-KEY("proton")

OR
OR
OR
OR
OR
OR
OR

TITLE-ABS-KEY ("neutron")
TITLE-ABS-KEY("heavy ion")
TITLE-ABS-KEY("laser")
TITLE-ABS-KEY("x-ray")
TITLE-ABS-KEY ("muon")
TITLE-ABS-KEY("electron")
TITLE-ABS-KEY("alpha"))

AND NOT TITLE-ABS-KEY("simulation")

AND (SUBJAREA(COMP) OR SUBJAREA(ENGI))

AND (LANGUAGE(English))

AND (DOCTYPE(ar) OR DOCTYPE(ip))

AND PUBYEAR > 2017

— Articles falling into the following categories were excluded from our analysis:

v Simulation-only articles;

v' Articles relying on radiation modeling only (we focused on works that employ par-
ticles accelerated in facilities);

v' Atrticles that, despite featuring physical experiments, omitted crucial details about
the facility, particles, or specific electronic devices under test.

The outcome was a set of 174 articles that satisfied the established criteria, and

these articles constitute the focus of this survey [1, 4—6, 9-17, 19, 21-24, 26-54, 56, 57, 59,
60, 64, 65, 67-69, 71, 73, 78-82, 84, 85, 87-90, 92, 94-96, 98—-110, 112, 113, 115, 117—-
119, 122-130, 132-141, 143—146, 148, 150, 153—161, 163—-173, 178-181, 183—-189, 196,
197, 199, 201-210, 212, 219-229, 231].

This study contains the number of published articles and preferred communication

channels within the research community of radiation-induced soft errors. It also identifies
the most active countries and commonly used particles for assessing the impact of radiation
on electronic circuits. Additionally, it provides a qualitative analysis of the studies conducted
over the last five years, offering insights into how certain particles are used to analyze their
impact on electronic devices and the technological advances in this area.
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3.2 Publications by Year

Given the global impact of the COVID-19 pandemic within this five-year period, the
annual distribution of research studies may be relevant. Figure 3.1 illustrates the number of
articles published per year based on our search criteria. The results indicate a consistent
number of articles published throughout this period, aligning with an average of 35 articles
per year. Note that some of the articles published in 2020 were grounded in experiments
and simulations conducted in 2018 and 2019, with subsequent data analysis carried out in
2020. This suggests that the pandemic had no significant impact on the overall quantity of
articles published during this five-year period.
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Figure 3.1 — Number of publications per year.

3.3 Journals Targeted by Articles

Concerning the preferred communication channels within the radiation research
community, Figure 3.2 depicts the number of publications per journal. The findings highlight
two main journals, IEEE Transactions on Nuclear Science (TNS) and Microelectronics Relia-
bility (MR). Notably, TNS exhibits a significant publication volume compared to any other jour-
nal. One possible explanation is that TNS publishes special issues based upon manuscripts
presented at the RADiation and its Effects on Components and Systems (RADECS) Confer-
ence. This conference, held annually in Europe, serves as a scientific and industrial forum
focusing on the effects of radiation on electronics and photonic materials, devices, circuits,
sensors, and systems. A notable criterion for acceptance at this conference is a strong
emphasis on presenting works with experiments describing result from real radiation cam-
paigns. On the other hand, Microelectronics Reliability is a journal with a broader scope,
encompassing topics related to the reliability of microelectronic devices. This includes the
measurement, evaluation and mitigation of failures induced by radiation. Consequently, it
serves as a communication channel catering to both the radiation community and the sys-
tems reliability community.
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Figure 3.2 — Publication per journals — TNS: IEEE Transactions on Nuclear Science, MR:
Microelectronics Reliability, Elect: Electronics (Switzerland), TCASI: IEEE Transactions on
Circuits and Systems I, SST: Semiconductor Science and Technology.

3.4 Radiation Facilities and Country Locations

Figure 3.3 displays a heat map illustrating the distribution of publications by country.
This map elucidates the nations that have exhibited the highest number of publications in
radiation-induced research over the past 5 years. Unsurprisingly, United States of America
and China emerge as the primary contributors, reflecting their substantial investments in
research and development in this field [55].

r 50

t a0

r 30

r20

10

Figure 3.3 — Heat map indicating the number of publications by countries.

In Europe, a notable number of experiments were also conducted, with Belgium
and France standing out as significant contributors. Japan helped push the Asian continent
forward in this field with 17 publications. In contrast, Brazil stands as the sole representative
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from South America, with four publications, while South Africa is the only African represen-
tative with just one publication. The global distribution of these research endeavors under-
scores the international collaboration and diverse geographical representation in the field of
radiation-induced research, as depicted in Figure 3.3.

In terms of facilities, Table 3.1 shows the paper-to-facility distribution, arranged by
the number of publications each of these has generated, restricted to facilities mentioned
by four or more articles. Leading the list are two Chinese facilities the HI-13 in Beijing and
the HIRFL in Lanzhou with several papers mentioned the use of both facilities. Follows
the HIF-UCL, the heavy ion facility at the Université Catholique de Louvain in Belgium and
some major labs in USA (the Los Alamos Neutron Science Center facility - LANSCE and the
Lawrence Berkeley National Laboratory - LBNL). A variety of other countries contribute with
the rest of mentioned facilities in Europe, Asia and Americas.

Table 3.1 — Relationship between facilities and publications originating from these in the
years 2018-2022.

Number | ¢ cility
of Name Country Articles
Papers
) [173], [132], [226], [73], [223], [30], [209], [32], [181], [220], (28], [130], [31],
I S I S [161), [224], [43], [68], [183], [125] [128]) |
: [226], [73], [30], [127], [209], [32], [45], 129], [227], (28], [130], [31], [144],
20| RRRL ) Cmna ] T T o], e, 2), (28], (90, [125), [128) |
14 HIFUCL | Belgium | [271 [199], T106], [108], [5], [157] [[11i93]]’ [10], [228], [148], [14], [118], [52],
: : : i?g : : : :L:AZN:SinEf 1 uUsA | [159], [150], [35], [153], [172], [95], [23], [34], [103], [4], [126], [104] |
12 [ LBNL | USA_ [ [145] [163], [92], [84]. [102], [134], [41], [88], [44], [110], [37], [164] _ |
10 CERN S‘f;tnzgr [158], [187], [69], [105], [64], [188], [39], [201], [202], [184]
|10 [ _USNRL | USA |~ [163], [169], [48], [92], [109], [47], [180], [189] [140], [164] |
|__9 | RADEF | Finland | | [132], [136], [158], [9], [188], [24], [167], [206], [184] |
8 | | NSSC | _ China | [173], [32], [45], [227], [22], [203], [89), [125] |
8 ! GENEPI2 | France | ~ [51], [154], [67], [113], [197], [50], [155], [115] |
8 'SD\EL'JSE' USA [26], [165], [119], [208], [229], [166], [33], [17]
7 __[_TAMU | USA | [85] [36], [222], [41], [170], [65], [37], [160) |
6 PSE:CQ China [221], [210], [127], [220], [129], [42]
e | Chipir | UK. | [87], [156], [146), [13], [219], (1717 ]
5 [ I | France |  [51], [212], [171], [155), [11%) |
5 | INFN | ltay | [49, [80], (12, [}, (1 ]
: : : :5 777777 TIARA | Japan | [186], [112], [141], [185], [168) |
5 [ _CONA_ | Spain | [153] [51], [172] [38] [208] |
5 PSI S”I“gfjr [54], [171], [15], [11], [196]
|5 [ APSANL | USA | 145 [108], [107], [24], [164] |
|4 [LAFN-USP | Brazil | 182 el 811
A TRIUMF_ | Canada | [401, [16], (571, [170) ]
Nether-
4 KVI- CART | "% 2 [199], [105], [56], [206]

It is interesting to note that, although the United States leads in the number of ex-

periments (Figure 3.3), the extensive range of facilities contributes to a dispersion in the
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count of articles published per facility. Some notable facilities in the United States com-
prise the Los Alamos Neutron Science Center (LANSCE), the Lawrence Berkeley National
Laboratory (LBNL), and the U.S. Naval Research Laboratory (USNRL).

In Europe, all experiments conducted at CERN were attributed to Switzerland. Ad-
ditionally, in France, many experiments took place at the GEnérateur a NEutrons Pulsés
Intenses (GENEPI2) neutron source. The ISIS Neutron and Muon Source (Chiplr) in the
UK, along with facilities in Spain, ltaly, and the Netherlands, further contribute to the robust
development of the European radiation research community.

Table 3.2 — An account of particles and the frequency with which survey papers mention
their use.
Number | Percent-

of age of Particle Articles
Papers total

[21], (1731, [132], [226], [73], [223], [136], [30], [145], [163], [27], [82], [49],
[127], [137], [209], [32], [45], [59], [29], [181], [227], [138], [199], [158], [92],
[220], [84], [28], [130], [9], [106], [207], [85], [186], [69], [105], [64], [31], [22],
87 50.00% | heavyion | [161], [144], [36], [102], [5], [134], [224], [12], [112], [222], [41], [157], [170],
[43], [124], [88], [141], [139], [46], [10], [24], [228], [1], [110], [68], [201], [65],
[42], [225], [14], [167], [118], [185], [90], [183], [6], [81], [202], [125], [37],
[206], [52], [128], [164], [168], [143], [160]
[159], [87], [150], [79], [35], [153], [51], [98], [204], [40], [156], [154], [67],
. [99], [172], [146], [16], [113], [95], [53], [23], [34]. [57], [101], [13], [197],
43 24.71% neutron 1 403" [39], [212], [50], [4], [117], [171], [155], [115]. [126], [205], [104], [219],
[17], [123], [100], [60]
[173], [132], [165], [163], [169], [154], [32], [45], [29], [227], [158], [48], [92],
34 19.54% laser | [119], [85], [186], [22], [96], [203], [109], [47], [208], [180], [157], [231], [139],
[189], [140], [89], [56], [125], [184], [166], [164]

[221], [73], [179], [26], [153], [51], [210], [178], [172], [80Q], [138], [199],

33 18.97% proton [158], [220], [9], [129], [105], [41], [170], [38], [78], [110], [148], [171], [15],
[56], [11], [196], [19], [206], [135], [33], [168]
- T 460% | xray | 7~ [145], [49], [108], [9], [107], [24], [229], [164] |
- T 460% | alpha | " [87] [40], [106], [44], [229], [65], [17], [100] |
T 402% | gamma | [127], 1199, [187], [9], [42], [81], [160] |
- 287% | electron | 77 [187], [94], [71], [188], [184] ]
3o 172% | muon | ¢ [133], [122], [t00] 7
I 057% | pion | T TT B4y T

3.5 Particles

A key aspect involves understanding the specific particles employed in facilities
to induce soft errors due to radiation in electronic devices. This knowledge unveils the in-
tended application environments for these devices, such as space or sea-level, and provides
insights into the challenges that researchers presently identify in the development of elec-
tronic device technology, which these particles can help clarify.

Table 3.2 provides a summary of particles and the frequency with which they are

mentioned in the surveyed papers. Note that the total number of papers (211) exceeds the
174 articles selected based on the criteria outlined in Section 3.1. This discrepancy arises,
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of course, because certain articles present radiation experiments involving more than one
particle. For instance, Clemente et al. [51] conducted experiments with both neutrons and
protons, while Bosser et al. [24] used heavy ions and x-rays. The outcomes reveal a signif-
icant number of experiments conducted with heavy ions, followed by neutrons, lasers, and
protons. Collectively, the remaining particles are mentioned in only 16.67% of the articles.

Half of the articles employ heavy ions to assess their influence on electronic de-
vices. However, the category of heavy ions is extensive, encompassing various chemical
elements. Figure 3.4 provides a heat map featuring the elements corresponding to ions
employed in heavy ion experiments within the articles reviewed in this survey.
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Figure 3.4 — Heat map of heavy ion experiments (obtained using the Periodic Trend Plotter
Tool [162]).

The diversity of ions in Figure 3.4 is attributed to the common use of ion cocktails
in various experiments. lon cocktails are mixtures of ions of near-identical mass-to-charge
(m/q) ratios. The injector mass-analyzing magnet cannot separate the ions, so it ejects them
together from the ion source [116]. When simulating the space radiation environment, it
is crucial to consider beam modification and dosimetry, since the beam intensity must be
low, and new processing techniques require more energetic beams, posing a challenge for
accelerator and ion source physicists. The spectroscopic properties of the beam must be
defined in each test run, and calibration and monitoring of parameters like homogeneity,
flux, and fluence are necessary during irradiation. Time-saving solutions are also important
in building irradiation facilities for space projects, since this decreases costs, and quick ion
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changes can be achieved with cocktail beams [200], making them the best option for space
radiation simulations.

3.6 Particles and Countries

Research on bit flips has been consistently undertaken over the last five years. As
demonstrated in Section 3.5, the particles predominantly employed in the reviewed studies
encompass heavy ions, neutrons, and protons. Heavy ions and protons are considered high-
energy particles capable of penetrating materials and inducing ionization. This characteristic
makes them pivotal in comprehending the effects of space radiation. Furthermore, heavy
ions are extensively employed due to their high linear energy transfer and their potential to
induce single-event upsets in electronic devices.

Through a careful analysis of each particle, it becomes evident that heavy ions
stand out as the preferred choice due to their capability to induce significant damage, en-
abling a prompt observation of their effects. This is particularly advantageous in radiation
experiments, considering their costliness. This feature facilitates the planning of experi-
ments, such as case studies, where there is a higher likelihood of obtaining results that
reveal defects. In the United States, numerous articles have been published on the utiliza-
tion of heavy ions, with Texas A&M University (TAMU) and the Lawrence Berkeley National
Laboratory (LBNL) serving as primary facilities for heavy ion research.

Neutrons, as uncharged particles, do not have a direct impact on electronic devices,
except for thermal neutrons. These low-energy neutrons, with energy below 25 MeV, can
undergo exothermic reactions with specific isotopes, particularly boron-10 in semiconductor
devices [154]. Nevertheless, high-energy neutrons can interact with the atomic nuclei of
materials, resulting in the emission of secondary ionizing particles, either a charged alpha
particle (+2) or a proton (+1) [53]. These ionizing particles have the potential to alter internal
logic states in electronic devices, leading to SEUs. Studies indicate that energetic neutrons
are responsible for 95% of soft errors [40]. However, gaining access to neutron facilities can
be challenging. In this context, France stands out in neutron incidence research, in part, due
to the availability of suitable facilities (GENEPI2 and ILL).

Similar to neutrons, protons also have a particular significance given their substan-
tial impact within the atmosphere [96, 154]. Therefore, works involving protons exhibit a
wide range, spanning applications in deep learning processors [135] and error correction
codes [51] to the assessment of highly complex circuits, such as mixed-signal ASICs [85]. It
is noteworthy that a substantial amount of research on protons is conducted in Europe, given
that facilities are distributed across multiple countries, including Switzerland (Paul Scher-
rer Institute, PSI), the Netherlands (Kernfysisch Versneller Instituut, KVI-CART), and Spain
(Centro Nacional de Aceleradores, CNA).
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Lasers, in turn, consist of focused photon beams and are preferred for their exper-
imental convenience. The United States has conducted a greater number of laser experi-
ments than any other country, indicating their emphasis on cost reduction. As highlighted in
Hales et al. [84], there is an increasing interest in using lasers to simulate excitation-induced
SEEs caused by heavy ions, particularly in cases where access to heavy-ion test facilities is
limited. This accounts for the widespread adoption of laser-based experiments globally.

Some works, including Ryder et al. [164] and lidefonso et al. [92], have identi-
fied x-rays as a viable alternative for reproducing single event effects induced by heavy ions.
However, due to variations in dosimetry between heavy-ion and laser sources, the outcomes
of pulsed-laser-induced SEEs are predominantly qualitative. Consequently, researchers en-
deavor to establish a quantitative relationship between measurements induced by heavy
ions and lasers, aiming to correlate experiments conducted with lasers to those with heavy
ions.

As devices decrease in size and incorporate a larger number of transistors, the oc-
currence of SEUs per unit area increases [95]. In such a scenario, particles such as alpha
become increasingly significant. As elucidated by Chandrashekhar et al. [40], the reduc-
tion in charge induced by alpha particles is similar to that caused by neutrons. However, in
this scenario, charges result from the Coulombic interaction between the alpha particle and
silicon atoms as the former traverses the floating gate. These particles exhibit robust ioniz-
ing capabilities, generating a multitude of electron-hole pairs within the crystalline lattice of
silicon.

Regarding other particles that are less commonly employed in radiation experi-
ments for electronic circuits, electrons demand high energy, and photons have the potential
to harm the sample, making them less suitable for specific applications. These factors con-
tribute to their limited usage. On the other hand, muon and pion accelerators are more
accessible than facilities for protons and neutrons. However, they hold lesser significance
due to their reduced interaction with electronics devices. Nonetheless, Kato et al. [100] have
shown that muons, particularly negative ones, can induce SEUs and multiple-cell upsets
(MCU). As semiconductor components scale down, the probability of muon affecting de-
vices increases due to the reduction in critical charge required for low-linear energy transfer
(LET) events. In this regard, Japan is notably concerned about SEUs caused by muons, as
evidenced by the majority of related articles originating from the country [100, 122, 133].

3.7 Impacts from Circuit Technology

The effects of radiation on electronic circuits are intricately linked to technologi-
cal advancements, indicating that specific technological nodes are more or less utilized in
particular applications. For instance, this survey illustrated that older technology nodes,



31

specifically 130nm and above, are widely employed in developing space applications. Fan
et al. [68] present the work that utilizes the oldest technology in this survey (500nm or 0.5um
CMOS technology). They introduce a radiation-tolerant circuit design for a four-channel
12-bit digital-to-analog (DAC) converter. Chen et al. [45] also present development work
targeted at space applications, specifically a radiation-hardened phase-locked loop (PLL)
fabricated in a 130nm technology node. Another device extensively utilized in space ap-
plications is the CMOS image sensor, employed as star trackers and image generators for
astronomical observations [195]. To address this device, Cai et al. [32] evaluated the soft
error susceptibility of digital peripheral circuits within commercial CIS fabricated in 180nm
(0.18 um) CMOS process.

In the intermediate range of technological nodes, radiation research is applied to
FPGAs For instance, Keren et al. [106] introduced a novel approach to analyze the effects
of single-event transients in SRAM-based FPGA devices. The experiments were conducted
using a 45nm SRAM-based FPGA, and the results provide a cross-sectional analysis for
both SET and SEU effects at low linear energy transfers. The experiments took place at
the UCL Cyclotron (Belgium) accelerator, involving heavy ions and alpha source irradiation.
Wang et al. [210], on the other hand, conducted proton experiments, while Fabero et al. [67]
assessed neutron particles using 28nm FPGAs. Both studies focused on characterizing
the sensitivity of FPGAs to single-event effects. Moreover, Cai et al. [29] also assess the
radiation sensitivity of an FPGA. The significant distinction lies in the technological shift,
transitioning from CMOS to FinFET through the evaluation of a 16nm FinFET SRAM-based
FPGA.

Over the past five years, transformations have occurred not only in technological
nodes but also in applications exposed to radiation. Currently, assessments are underway to
understand the impact of radiation in machine learning applications using devices with newer
technological nodes. Maillard et al. [135] introduced a platform and design methodology
aimed at facilitating radiation-tolerant deep learning acceleration on FPGAs. They devised
a solution tailored for executing image classification applications on a 20nm SRAM-based
FPGA. The study included experiments involving a proton beam test with the ResNet-18
convolutional neural network (CNN) for image classification on the radiation-tolerant plat-
form. Additionally, a technique called fault-aware training (FAT) was employed to effectively
mitigate single-event effects in the CNN datapath. The findings indicate that employing FAT
resulted in a 50% reduction in the overall cross-section of the radiation-tolerant system com-
pared to the design without mitigation during training. In turn, Wang et al. [135] assessed the
effects of SEUs on CNNs through the utilization of a 28nm SRAM-based FPGA. Similarly,
Benevenuti et al. [21] evaluated a CNN on a 28nm SRAM-based FPGA. They delved into
the main aspects of vulnerability and accuracy degradation of an image classification engine
implemented on SRAM-based FPGAs subjected to faults induced by heavy-ion accelerated
irradiation.
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Lastly, there is radiation research focusing on newer technologies, including Fin-
FETs with nodes ranging from 16nm down to 7nm. Yaqing et al. [225] and Takeuchi et
al. [185] conducted a characterization of single-event effects on 16nm bulk FInFETS, evalu-
ating both single-bit upsets and multiple-cell upsets resulting from heavy ion irradiation. Their
findings suggest that the parasitic bipolar effect remains a significant concern for 16nm Fin-
FET SRAMs, similar to planar SRAMs in previous technologies. Nevertheless, the charge-
sharing effect is efficiently mitigated due to the narrow connection between the fin and the
bulk region in FinFETs. Furthermore, it was observed that works involving recent technolo-
gies are carried out using simpler circuits. For instance, Huang et al. [90] performed a heavy
ion experiment involving a 14/16nm bulk FInFET inverter chains. Similarly, Ball et al. [17]
investigated the reliability of inverters, NAND gates, and D flip-flop chains when subjected
to radiation from neutron and alpha particles.

3.8 Trends

The research into particle acceleration to investigate bit flips and single-event ef-
fects in electronic devices is marked by diverse trends, encompassing different radiation
sources and international research collaborations. Heavy ions have emerged as a primary
choice for simulating space radiation and assessing the resilience of electronic components.
Notably, countries such as the United States, China, Belgium, and Switzerland, along with
facilities like LBNL, HIRFL, HIF-UCL, and CERN, have been at the forefront of heavy ion
experiments.

Heavy ions and protons pose significant challenges in microelectronics research.
Their prevalence in space, coupled with their ability to penetrate materials and induce ion-
ization, has a profound impact on electronic devices. Looking ahead, it is expected an in-
creasing dependence on these high-energy particles, particularly as space exploration and
satellite technologies advance. Due to their capacity to swiftly induce substantial damage,
heavy ions are likely to see heightened usage for prompt effect observation.

The use of laser experiments in radiation research is anticipated to expand, with
USA taking a leading role and pursuing cost reduction. Researchers are increasingly work-
ing towards establishing a quantitative relationship between heavy-ion and laser-induced
measurements to enable correlation with space radiation and heavy-ion experiments. The
global interest in laser experiments has the potential to surge, particularly as they provide a
means for assessing single-event effects induced by heavy ions.

Continued exploration of muons and pions is anticipated. Despite their lower inter-
action with electronic circuits, there is a growing concern regarding their potential to induce
SEUs and MCUs. This concern is particularly noteworthy as semiconductor components
scale down, increasing the susceptibility to muon-induced effects.
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Looking ahead, it seems that the focus is shifting towards the research of lower-
power and smaller-sized devices. This shift is driven by their increased susceptibility to
soft errors caused by accelerated particles. In the last five years, there has been a rise in
studies concentrating on SEEs in more advanced technologies, such as FinFET technology,
while research on SRAMs has remained consistent, as they continue to be among the most
affected components in electronic devices.
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4. METHODOLOGY

This chapter summarizes the methodology employed in this work, including the
Geant4 simulations, calculations, and comparisons essential for a comprehensive analysis
of the results. We describe and explain the chosen Geant4 parameters, including the soft-
ware version and physics libraries, as well as the selected technological parameters, such
as physical compositions and dimensions. Furthermore, we detail the simulation parame-
ters, including the particles, their energies, and incidence angles. Finally, we present the
fundamentals of the calculations used to analyze the simulation results.

4.1 Geant4: Basic information

The Geant4 toolkit was used to perform the simulations. This toolkit enables the
creation of device geometries, the specification of the physical composition of each com-
ponent, and the simulation of particle interactions at various angles and energies. For this
study, Geant4 version 11.2.1 (2024) was employed as the simulation framework, using the
FTFP_BERT physics list [76].

Given the substantial volume of data generated, the simulations were resource-
intensive and exceeded the capacity of a standard machine. To accelerate the simulation
process, multicore workstations were employed. Geant4’s multi-threading capability was uti-
lized, running eight parallel threads, with five different simulations executed simultaneously,
each corresponding to a specific technology. Python and bash scripts were developed not
only for data analysis and selection but also for computational loops to optimize the Geant4
code implementation.

4.2 Technology parameters

For this study, we selected five technologies: two planar (65nm and 32nm) and
three FINFETs (22nm, 14nm, and 7nm). The construction process involved incrementally
building each component of the structure. We researched and detailed the technologies’
compositions and dimensions, which are summarized in Tables 4.1, 4.2, 4.3, 4.4, and 4.5,
with coordinates set as shown in Figure 4.1. The geometrical representations of these tech-
nologies are illustrated in Figure 4.3, and the detailed segmentation is illustrated in Figure
4.4.
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Figure 4.1 — Coordinates used to characterize planar and FinFET transistors (Source: https:
/lwww.synopsys.com/glossary/what-is-a-finfet.html - modified).

The planar technologies feature the channel and effective channel lengths as de-
scribed in [175, 176], which are crucial components of the device for reducing drive current
and enhancing switching performance. To aid in the understanding of the geometry, we
present an illustration of the 65nm channel from [176] in Figure 4.2.

SiGe diffusion to
induce compressive
channel strain

1.2nm gate ox

35 nm effective
channel

Figure 4.2 — Planar channel and effective channel (Source: [176]).

Figure 4.3(a) shows the planar architecture design. The figure shows the device
structure, with the gray region representing pure silicon. The blue regions indicate the source
and drain electrodes, the green region represents the gate, and the light blue area beneath
the gate denotes the oxide layer. This is a 65nm representation produced with Geant4, and
it is one of the geometries used in this work for simulation.

Figure 4.3(b) shows the FinFET design structure where the gray area represents
pure silicon, the light blue area indicates the oxide layer, the blue regions denote the source
and drain electrodes, the green area represents the gate, and the yellow region beneath the
gate is the insulating oxide. This is 22nm representation produced with Geant4 and it is one
of the geometries used in this work for simulation.


https://www.synopsys.com/glossary/what-is-a-finfet.html
https://www.synopsys.com/glossary/what-is-a-finfet.html
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(a) Planar (b) FinFET

Figure 4.3 — Planar and FinFET architecture design.

Figure 4.4 present the geometric parameters used in Tables 4.1, 4.2, 4.3, 4.4, and
4.5. Such geometric parameters were used to build the devices.

Gate Dieletric

Superior Gate Dieletric
\ /_' Sides

Figure 4.4 — FET architectures design detailed segmentation.



Table 4.1 — 65nm Technology Details.
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65nm
Material Component | Reference Position| Value Reference
(nm)

X 210 [216]
Substract Si [176] y 110 [216]

z 250

X 70 (xSubstract
Source/Drain SiGe [176] xOxid)/2

y 110 ySubstract

z 93.33 [142]
Source/Drain X 17.5 (xOxid - xFin)/2

Small SiGe [176] y 110 ySubstract

z 46.67 zSource/Drain/2
Effective X 35 [176]
Channel Si [176] y 110 ySubstract

z 93.33 zSource/Drain

X 17.5 (xOxid - xFin)/2
Channel Si [176] y 110 ySubstract

z 46.67 zSource/Drain/2

X 70 [176]
Oxid SiON [176] y 110 ySubstract

z 2.5 [176]

X 35 xFin
Gate Si [176] y 110 ySubstract

z 100




Table 4.2 — 32nm Technology Details.
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32nm
Material Component | Reference Position| Value Reference
(nm)

X 112.5 [215]
Substract Si [175] y 56.25 [215]

z 250

X 38.25 (xSubstract
Source/Drain SiGe [175] xOxid)/2

y 56.25 ySubstract

z 48 [142]
Source/Drain X 2 zSource/Drain/2

Small SiGe [175] y 56.25 ySubstract

z 24 zSource/Drain/2
Effective X 32 [75]
Channel Si [175] y 56.25 ySubstract

z 48 zSource/Drain

X 2 (xOxid - xFin)/2
Channel Si [175] y 56.25 ySubstract

z 24 zSource/Drain/2

X 36 [175]
Oxid HfO2 [175] y 56.25 ySubstract

z 2.5 [175]

X 32 xFin
Gate SiN [175] y 56.25 ySubstract

z 57.15




Table 4.3 — 22nm Technology Details.

39

22nm
Material Component | Reference | Position| Value Reference
(nm)
X 90 ySubstract
Substract Si [63] y 90 [214]
z 250 zoxid
X 41 (ySubstract - xFin)/2
Oxid Sio2 [63] y 90 ySubstract
z 250 [63]
X 8 xFin
Fin Oxid Si [193] y 90 ySubstracttract
z 250 zOxid
X 8 [214]
Fin Si [193] y 90 ySubstracttract
z 34 [214]
Source/Drain As (2.5 g/cm? X 0.74 [193]: (xFin x 4)/43
Sides | 5%) [193] y 32 (ySubstract - yGate)/2
+ Si02 (95%) z 4112 (zFin + zSource/Drain
Superior)
Source/Drain | AS (&2 9/om X 8 XFin
Superior | 1%) [193] y 32 (ySubstract - yGate)/2
+ Si02 (99%) z 7.12 [193]: (zFin x 9)/43
Gate Dielectric X 19 193] .
Sides HfO2 [63] y 26 ngte Superior | |
z 44 (zFin + zGate Dielectric
Superior)
. . X 8 xFin
GatSeUIZfrliic;trlc HfO2 [63] y 26 yGate Superior
z 10 zGate Dielectric Sides
X 31 (xsub - (xFin + 2*zGate
Gate Sides TiN [174] Dielectric Sides))/2
y 90 ySubstract
z 90 ySubstract
X 28 (xFin + 2*zGate Dielec-
Gate Superior TiN [174] tric Sides)
y 26 [214]
z 46 ySubstract - (zFin +
zGate Dielectric Supe-
rior)




Table 4.4 — 14nm Technology Details.
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14nm
Material Component | Reference | Position| Value Reference
(nm)
X 70 ySubstract
Substract Si [63] y 70 [213]
z 250 zOxid
X 31 (ySubstract - yFinOxid)/2
Oxid Sio2 [63] y 70 ySubstract
z 250 [63]
X 8 xFin
Fin Oxid Si [193] y 70 ySubstract
z 250 zOxid
X 8 [213]
Fin Si [193] y 70 ySubstract
z 42 [213]
Source/Drain As (2.5 g/cm? X 0.74 [193]: (xFin x 4)/43
Sides | 5%) [193] y 25 (ySubstract - yGate)/2
+ Si02 (95%) z 50.79 (zFin + zSource/Drain
Superior)
. As (2.2 g/cm® X 8 xFin
So;:;iz?m | 10/3/ [193] y 25 (ySubstract - yGate)/2
+ Si02 (99%) z 8.79 [193]: (zFin x 9)/43
Gate Dielectric X 3 177]
Sides HfO2 [63] y 20 yGate Superior
z 45 (zFin + zGate Dielectric
Superior)
. . X 8 xFin
GatSeUIZfrliic;trlc HfO2 [63] y 20 yGate Superior
z 3 xhfo2lat
X 28 (xsub - (xFin + 2*zGate
Gate Sides TiN [174] Dielectric Sides))/2
y 20 yGate Superior
z 90 ySubstract
X 14 (xFin +2*zGate Dielectric
Gate Superior TiN [174] Sides)
y 20 [213]
z 25 ySubstract - (zFin +
zGate Dielectric Superior




Table 4.5 — 7nm Technology Details.
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7nm
Material Component | Reference | Position| Value Reference
(nm)
X 57 ySubstract
Substract Si [63] y 57 [217]
z 250 zOxid
X 25.5 (ySubstract - yFinOxid)/2
Oxid Sio2 [63] y 57 ySubstract
z 250 [63]
X 6 xFin
Fin Oxid Si [193] y 57 ySubstract
z 250 zOxid
X 6 [217]
Fin Si [193] y 57 ySubstracttract
z 52 [217]
Source/Drain As (2.5 g/cm® X 0.56 [193]: (xFin x 4)/43
Sides | 5%) [193] y 24 (ySubstract - yGate)/2
+ Si02 (95%) z 62.88 zFin + zSource/Drain Su-
perior
. As (2.2 g/cm® X 6 xFin
So;:;iz?m | 10/3/ [193] y 24 (ySubstract - yGate)/2
+ Si02 (99%) z 10.88 [193]: (zFin x 9)/43
Gate Dielectric X 14 177]
Sides HfO2 [63] y 9 yGate Superior
z 53.4 (zFin + zGate Dielectric
Superior)
. . X 6 xFin
Gate Dle|.eCtI’IC HfO2 [63] y 9 yGate Superior
Superior , —
z 1.4 xGate Dielectric Sides
X 241 (xSubstract - (xFin
Gate Sides TiN [174] + 2*zGate Dielectric
Sides))/2
y 9 yGate Superior
z 57 ySubstract
X 8.8 xFin + 2*zGate Dielectric
Gate Superior TiN [174] Sides
y 9 [213]
z 3.6 ySubstract - (zFin +
zGate Dielectric Supe-
rior)
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4.3 Simulation parameters

Once the geometries are constructed, simulations are conducted using Geant4. In
this phase, the incident particles, their angles of incidence, energies, and the number of
initial particles per run are specified. Protons, neutrons, muons, alpha particles, and pions
are selected based on discussions made in Chapter 2. From the same discussion, the
initial particle energy range is selected from 0.5 MeV to 100 TeV. To cover this range, the
following energies are chosen: 0.5 MeV, 1 MeV, 2 MeV, 5 MeV, 10 MeV, 100 MeV, 500 MeV,
1 GeV, 500 GeV, 1 TeV, 10 TeV, and 100 TeV. The initial particle angles of incidence are also
strategically selected and are depicted in Figure 4.5, which illustrates four distinct angular
measurement groups:

» Planar a: angles range from perpendicular to the gate to lateral orientations that pass
through the source and drain regions.

* Planar b: the angles that vary from above and perpendicular to the gate to a 90°angle
that directly traverses the pure silicon channel.

» FInFET a: angles vary from perpendicular to the gate to those that pass through the
entire fin structure.

* FinFET b: angles ranging from above the gate to lateral orientations relative to the
gate.

It is important to note that for both Planar a and Planar b, and respectively for
FInFET a and FinFET b, the 0°and 180°incidence angles are equivalent.

In each simulation, 10,000 incidents of identical particles with the same initial en-
ergy and angle of incidence were performed to ensure statistically representative data. The
simulation results reflect what occurs within the sensitive area. In this work, the sensitive
area is defined as the pure silicon region below the gate. For FinFETSs, this includes the
region below the gate and between the source and drain, while for MOSFETs, it covers the
entire area between the source and drain. Although the simulation output provides various
data, our focus was specifically on the distinct electrons and the energy deposited by all
detected particles.

Table 4.6 summarizes the experimental parameters and conditions used in the
study. It details the types of particles involved, the semiconductor technologies, the ini-
tial energy levels of the particles, the range of incident angles considered, and the number
of particles simulated. This information is crucial for understanding the experimental setup
and the conditions under which the simulations were conducted.
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Planar a 0’a=0°
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Figure 4.5 — Geant4-based simulation for 65nm and 22nm technology nodes, removing the
substrate area, bringing the chosen four distinct angular measurement groups.

Table 4.6 — Summary of experimental parameters and conditions.

Parameter Description
Protons, neutrons, positive muons, negative muons,
Particles alpha particles, positive pions, negative pions, neutral
pions

Two planar (65 nm and 32 nm) and three FinFETs (22
nm, 14 nm, and 7 nm)

0.5 MeV, 1 MeV, 2 MeV, 5 MeV, 10 MeV, 100 MeV,
500 MeV, 1 GeV, 500 GeV, 1 TeV, 10 TeV, 100 TeV
0°, 45°, 90°a, 135°, 180°a, 45%, 90°b, 135D
(Figure 4.5)

10,000 incidents of identical particles

Technology

Initial Particle Energy

Incident Angles in Technology

Number of Particles per
Simulation
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4.4 Simulation results data manipulation

To calculate the total number of electrons contributing to the current, two factors
from the simulation must be considered: the number of detected electrons in the sensitive
area and the electrons generated by the energy deposited by particles going through the
sensitive area. This calculation is necessary because Geant4 standard libraries accounts
only for electrons generated by ionization with energies above 10 eV [62], while low-energy
electrons also contribute to the current. Electrons are added to the current if the deposited
energy exceeds the threshold for pair creation. The number of generated electrons is com-
puted by dividing the initial energy by the energy required to create pairs, which is 3.6 eV [25]
for silicon. The total number of electrons is then divided by 10,000 to determine the num-
ber of electrons per incident particle. With this information, the drain current and voltage
generated can be calculated, as presented in the next session.

4.5 Current Calculus

In MOS transistors, both planar and FinFETSs, current and voltage are fundamental
parameters that significantly affect device performance, efficiency, and reliability. In this sec-
tion, we present the formulas to convert the number of electrons resulting from the Geant4
simulations into current values.

According to Nussenzveig [147] (p. 99), the current can be described as follows:

_Aq
- At
where: Aq is the charge variation and At is the time variation.

/ (4.1)

Since we have the information about the number of electrons, we have:

Ag=Naq (4.2)

where: N is the number of electrons and qq is the elementary charge of the electron [147]
(p. 11) given by:

%=16-10""1°C (4.3)

The unit of charge is Coulombs [147] (p. 8), defined as the electric charge trans-
ported in 1 second by a current of 1 ampere (C = sA).

It is known that velocity is the derivative of displacement (which we will call /) with
respect to time (f):
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Al
At

thus,

_a
Y,

At (4.4)

The drift velocity [218] is the velocity a particle reaches due to an electric field and
can be expressed as:
v=pE (4.5)

where: 1 is the electron mobility in ’\7—23 and E is the electric field in %

The electric field [83] (p. 79) can be defined as the negative gradient of the electric
potential (voltage):

AV

Substituting the magnitude of 4.6 into 4.5:
AV
Substituting 4.7 into 4.4:
Al AP
At = LAt —— (4.8)
n(3r) nAv
Substituting 4.8 into 4.1:
=24 (4.9)

Finally, substituting 4.2 into 4.9:

_NguAV
R (4.10)

From [58] (65nm technology):

AVGSnm ~ 1 V
(4.11)

po=14 - n=14.10"42

Since Al is on the order of nanometers, then:
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Al=x-10"° - AP =x?.10"18 (4.12)

Substituting 4.3, 4.11, and 4.12, we get:

N-1.6-10719.1.4.107*. 1 m? 1
I= X2-1O*18 ASV_S VF (413)
/=2.24-1o—5ﬂ2 A (4.14)
X

In MOS devices, l4a (also called Ioy), or saturation current, is the drain current
when the MOS operates in the saturation region (also called the active region). In this
region, the MOS is turned on, and the current is independent of the drain-source voltage
(Vps) and primarily controlled by the gate-source voltage (Vgs). Jena [97] (p. 437) defines
Idsat as:

/
Idsat = W (4-1 5)

where: W is the width of the technology. For planar MOS, W is the y value of the silicon
area below the gate and in case of the FInFETs it is the z value of the fin.

4.6 Cell Memory Simulation

This section presents the electrical stimulation of cell memory across 65nm (pla-
nar), 28nm (planar), and 7nm (FinFET) technology nodes to determine the current needed
to produce a bitflip. Figure 4.6 shows the structure of the circuit being simulated. In this
figure, we observe four sections [211]:

» Precharge circuit, responsible for precharging the data lines (BL and BLB) when
clock=0.

* Memory cell. The core component of the circuit, the memory cell, stores a single bit
of data (either 0 or 1). The memory cell is connected to the word line (WL) and the bit
lines (BL and BLB). The WL is activated during both reading and writing operations.
The logic value in Q corresponds to the stored data. A current source is connected to
Q to simulate the current generated by particle interactions (similarly, a similar current
source is also simulated on NQ). The WL is obtained by oring read and write signals.
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Figure 4.6 — Circuitry for the memory cell, with the read and write circuits.

Read circuit. This is implemented using a sense amplifier. The sense amplifier detects

the small voltage difference between the bit lines (BL and BLB) and amplifies it to a

recognizable logic level (0 or 1) during a read operation. It ensures that the data read
from the memory cell, data_out, is accurate.

Write circuit, activated by the write signal, this circuit discharges either BL or BLB,

allowing the data_in value to be stored in the memory cell.

We can now use the current equations and technology definitions to simulate and

compare the number of electrons generated in each simulation with the resulting current.

That allows us to assess and compare the results against Spectre simulations and tabulated
values to determine if the device is susceptible to inducing bitflips.
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5. RESULTS

This chapter presents the results obtained from simulations performed with Geant4.
It is organized as follows:

» Section 5.1 presents the average number of electrons each particle produces, demon-
strating that protons are the most prevalent.

» Section 5.2 evaluates the average number of electrons produced at different energy
levels, showing that 0.5 MeV results in the highest number of electrons.

 Section 4.6 discusses the SPICE simulation of a memory cell, aimed at quantifying the
current required to induce a bit flip.

+ Section 5.4 examines the current induced by incident particles at various angles, using
0.5 MeV energy, in comparison with the current defined in the SPICE simulation. The
results indicate that the current induced by the particles effectively causes bit flips.

 Section 5.5 presents normalized results related to the number of electrons and current
for different technologies and incidence angles.

+ Section 5.6 summarizes the main findings of this chapter.

5.1 Particle versus Average Number of Electrons

In this section, we present the average number of electrons produced by each
particle, as shown in Figure 5.1. In this figure, the y-axis represents the average number of
electrons produced, while the x-axis corresponds to the particle type. From the figure, we
observe that:

» Alpha particles lead to a significant production of electrons. However, since alpha
particles only constitute 9% of cosmic rays and are early stopped in the atmosphere,
their impact should be considered only in outer and near-outer space.

* Protons, which appear second in the figure, account for 90% of cosmic rays and are
also generated during cosmic cascades. This aligns with Table 3.2, which shows many
experiments involving protons, emphasizing the necessity of these studies.

* Positive pions are abundantly generated at higher atmospheric levels during cas-
cades and rank third in electron generation.
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 Positive muon come in fourth. Despite their lower ranking, muons are predominant at
ground level. Although they generate fewer electrons, if the current or voltage gener-
ated by muons under certain conditions is sufficient to cause a SEE, these errors may
have a more significant impact at ground level than those caused by protons, which
typically do not reach this atmospheric layer in large quantities.

* Neutrons and neutral pions were not detected in our simulation. A more detailed
study, which is beyond the scope of this dissertation due to time constraints, would be
needed to investigate these particles. This could serve as a starting point for future
research.

Electrons

Technology
E 65nm
32nm
N 22nm
s 14nm
7nm

2500 4

2000

1500 4

Average of Electrons

1000 4

500 A

Alpha
Proton
pi+
mu+
pI- A
mu-
pio
neutron H

Figure 5.1 — Particle (x-axis) versus Average Number of Electrons (y-axis). This graph shows
the average number of electrons measured for each particle. The average is calculated over
the angle of incidence and energies.

Figure 5.1 also shows that planar technologies, particularly the 65nm technology,
produce more electrons due to their larger sensitive area. However, this does not necessarily
indicate a higher number of single event effects, as the current required to induce a bit flip
varies between different technologies.

5.2 Energy versus Average Number of Electrons

Figure 5.2 presents the average number of electrons (y-axis) produced at different
energy levels (x-axis). The figure shows that the number of generated electrons decreases
as energy increases. At higher energies, particles tend to traverse the material more quickly,
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resulting in fewer collisions and, consequently, a lower production of secondary electrons.
This phenomenon explains why the number of produced electrons decreases as the parti-
cle’s energy increases.

Another key concept in understanding the relationship between electrons and en-
ergy levels is stopping power. In particle and radiation physics, it describes the rate at which
a charged particle loses energy as it travels through a material. It is defined as the energy
loss per unit distance traveled by the particle within the medium, typically expressed in units
of energy per unit length (e.g., MeV/cm).

In our experiments, since higher-energy particles interact less with the medium, it

is reasonable to focus on the results for the initial energy of 0.5 MeV. At this energy level, the
stopping power is greater, interactions are more frequent, and more electrons are produced.
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Figure 5.2 — Energy versus Average Number of Electrons per Particle.
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5.3 Cell Memory Simulation

Figure 5.3 illustrates the operation of the memory cell without current injection to
simulate particles. Write or read operations occur when clock=*1’, following the precharging
of the BL and BLB signals. In this simulation, 4 write operations are performed with the
values 1-0-1-0. The logic value is stored in the pair of inverters. After each write operation,
a read operation (read signal) is performed, and the correctly read value is observed at the
output signal. The simulation also presents the BL and BLB signals.

WL: or between >
write and read signal
0.1

o .
3
o
®
vV
& ot

v

vy

differential lines  ~
BL and BLB

Figure 5.3 — Simulation of a memory cell in 65nm technology, with 4 write and 4 read opera-
tions. The differential lines, BL and BLB, are pre-charged when the clk signal is equal to '0’.

Figure 5.4 presents the same simulation scenario with 4 write and 4 read opera-
tions; however, current sources are activated at Q and NQ after the first and second write
operations, respectively. These current sources increase the current on their connected
nodes from 0 to 100 mA. It is observed that as the current increases, the voltage on the
affected node decreases, eventually causing the stored value to change state and resulting
in a bit flip. The simulation induces bit flips for both logical levels. As a result, the read
operation returns 0-1-1-0 instead of 1-0-1-0, as seen in the first simulation.

Figure 5.5 provides a close-up view of the moments when bit flips occur in the
simulation for 65nm, 28nm, and 7nm technologies. Table 5.1 presents the current required
to induce a bit flip, as measured using commands from the Spectre simulator. A lower
current value was expected for the 28nm technology. This is probably due to differences in
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transistor sizing and type. The key finding is the quantification of the current that particles
must induce in real technologies for bit flips to occur.

Table 5.1 — Current, in A, to induce a bit flip for different technology nodes. We consider
the smallest current to induce a bit flip.

Technology node 65nm 28nm 7nm

bit flip 1 — 0 30 45 38

bit flip 0 — 1 31 50 37
5.4 Angle of Incidence versus Current

From the incidence angles shown in Figure 4.5, we created graphs with the inci-
dence angle on the x-axis and the current generated by the resulting electrons on the y-axis
for an energy of 0.5 MeV, as specified for the proton sample in Table 5.2. These graphs
were produced for different technologies. The maximum current (I) on the y-axis is deter-
mined by the number of electrons generated for each particle, as calculated using Equation
4.14, where x represents the effective length (Les) in meters.

Table 5.2 — Number of electrons (N) across different technologies and angles. |: current
(uA). Complete table with other particles in GitHUB [151].

65nm — Lggr=35nm | 32nm — Lgr=32nm | 22nm — L#=26nm | 14nm — Lo#=20nm | 7nm — L4=9nm

Angle N I N I N I N I N I

0 1573 28.8 801 17.5 567 18.8 692 38.8 850 235.0
45a 2511 45.9 1229 26.9 599 19.9 463 25.9 207 57.2
45b 2205 40.3 1117 24.4 190 6.3 189 10.6 141 39.0
90a 4382 80.1 2294 50.2 427 14.2 324 18.1 147 40.6
90b 1836 33.6 922 20.2 135 4.5 133 7.5 100 27.7
135a | 2526 46.2 1241 271 600 19.9 464 26.0 205 56.8
135b | 2218 40.6 1127 247 189 6.3 188 10.5 142 39.2
180 1583 28.9 804 17.6 411 13.6 499 27.9 412 113.9

In Figure 5.6, the golden line represents the minimum current required to cause a
bit flip in the technology. This current value, obtained from electrical simulation with Spectre
(presented in Section 4.6), indicates the threshold for bit flips. Since a model for the 32nm
technology was not available, we used the 28nm model as a good approximation. The violet
line shows the calculated current by replacing loy from the literature with /s, in Equation
4.15. These results are detailed in Table 5.3 and are only used for the FInFET comparison,
as we do not have simulation data for 22nm and 14nm technologies.

From Figure 5.6 we observe:

« 65nm: Protons generate currents above the bit flip threshold regardless of the inci-
dence angle. Positive pions and muons can also induce bit flips when incident at an
angle of 90°a, particularly as they pass through the source/drain area.
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calculated by replacing oy With I4s4; in Equation 4.15.

Table 5.3 — Simulation and Saturation Current Values for Different Technologies. The loy
saturation values are from references [174—177, 214].

Technology | Simulation (1.A) | l,, (MA/um) | I, Current (1.A)
65nm 30 - -
32nm 45 - -
22nm - 0.35 12
14nm - 0.3 13
7nm 38 0.5 26

* 32nm: This technology shows strong resilience to bit flips, with only protons causing
issues at 90 °a through the source/drain area.

» 22nm: Protons can cause bit flips at various angles, while positive pions approach the
bit flip threshold at 45°a and 135 °a.

* 14nm: Both protons and positive pions can induce bit flips, with positive muons also
capable of causing bit flips at 0°.
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« 7nm: All particles can induce bit flips at 0°; however, due to the specific angle and
small affected region, fewer events may occur despite the increased sensitivity. At
other angles, protons are the primary contributors to bit flips.

5.5 Qualitative Comparison between Technology, Angle of Incidence, and Inci-
dent Particles

Figures 5.7 and 5.8 present a selected set of normalized data showing the simu-
lation results. The angles and particles are those deemed most expressive based on the
previous figures. The data is presented as a qualitative comparison, with results normalized
on a scale from 0 and 5.
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Figure 5.7 — Radar chart showing the number of electrons, comparing different technologies
and angles normalized by particles.

In Figure 5.7, we observe that the 65nm technology shows a higher occurrence
of electrons for all particles. However, as previously mentioned, this does not necessarily
lead to more bit flips, as this effect also depends on the component dimensions. Another
interesting observation is that at an incidence angle of ¢ = 0° the number of electrons
decreases with smaller technology sizes but increases again starting from 14nm. This is
due to the dimensions of FinFET technology, where the fin height increases with smaller
technology nodes. Details of the fin heights are provided in Tables 4.1, 4.2, 4.3, 4.4, showing
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Figure 5.8 — Radar chart showing the current, comparing different technologies and angles
normalized by particles.

heights of 93.33nm for 65nm, 48nm for 32nm, 34nm for 22nm, 42nm for 14nm, and 52nm
for 7nm.

Figure 5.8 presents a qualitative radar chart comparing current, technology, parti-
cle, and angle of incidence. Although the 7nm technology generates fewer electrons due to
its smaller size, it produces a higher current than earlier FET technologies. This increased
current is attributed to the smaller channel size, as indicated by Equation 4.10, where the
current is inversely proportional to the square of the channel size. Additionally, in planar
technologies, particles striking at a 90-degree angle and passing through the source and
drain produce a higher current.

Both images suggest that, in this qualitative analysis, there is no apparent differ-
ence between particles. However, this conclusion may arise from misinterpreting the data,
as the graphs are normalized by the number of electrons generated for each particle. A
proper analysis of the radar chart should recognize that the behavior appears similar across
particles. Nonetheless, as the current figure demonstrates, there are significant differences
in current when viewed in absolute terms.
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5.6 Final Remarks

In this chapter, we presented simulation results to investigate the potential impacts
of cosmic ray interactions with FET devices. As highlighted throughout, lower energies gen-
erate more electrons, suggesting that devices might remain unaffected by particles with
energies above 5 MeV. We also observed that alpha particles and protons have a higher
probability of causing bit flips across all the technologies analyzed. In contrast, positive
muons and pions primarily affect FinFET technologies, aligning with findings from the litera-
ture, particularly the study by Takashi [100], which inspired this research.

The 32nm technology seems to be the most resilient to cosmic-ray-induced bit
flips, being primarily affected by protons at specific incidence angles. In contrast, the 7nm
technology demonstrated a concerning vulnerability when particles strike directly above the
fin and pass through the gate. This configuration appears susceptible to all charged particles
at this particular angle. However, since the affected area is extremely small (around 2.8 um?®),
such events are likely to be rare in this region.
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6. CONCLUSION

This dissertation investigated the impact of different cosmic ray particles on various
transistor technologies. Simulations conducted with Geant4 were used to examine electron
generation and the potential for Single Event Effects in FET technologies.

The simulations revealed some key insights:

» Particle versus Average Number of Electrons: Although alpha particles make up
only 9% of cosmic rays, they generate a significant number of electrons. Protons,
constituting 90% of cosmic rays, also produce a substantial number of electrons and
are prominent in experimental studies. Positive pions and muons, while less prolific in
generating electrons, are significant due to their presence at lower atmospheric levels
and ground levels.

« Angle of Incidence versus Current: The current induced by electrons varies with
the angle of incidence. Planar technologies are at higher risk for Single Event Upsets
when particles pass through the source and drain at an angle of 90°a, as shown in
Figure 4.5. In contrast, FInFET technologies are more vulnerable when particles strike
from above the fin and pass through the gate at 0°, as depicted in Figure 4.5. The
simulations highlight the importance of considering angular dependence when evalu-
ating SEE risks and demonstrate that positive pions and muons can induce bit flips in
FinFET technologies.

* Qualitative Comparison between Technologies: The 65nm planar technology presents
a higher occurrence of electrons, attributed to its larger sensitive area. However, de-
spite generating fewer electrons, FInFET technologies are more susceptible to bit flips
due to their architecture design and size.

These observations accentuate the complex nature of particle interactions with dif-
ferent technologies. The electron generation by alpha particles near outer space suggests
that there is a need for robust protective measures in space electronics. Protons’ substantial
contribution to SEEs indicates a need for strategies to mitigate their impact, particularly in
low Earth orbit applications where they are prevalent.

It is also need to consider the angle of incidence in SEE evaluations, as certain
angles can significantly increase the risk of SEEs. The qualitative comparison between
planar and FinFET technologies indicates that device geometry and structure play key roles
in determining susceptibility to SEEs.

Finally, it is important to note that our work provides a basic approach. This pro-
posal can be extended into a more complex research. We suggest that a natural continuation
could include:
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+ Extended Particle Studies: Further research should encompass a wider range of

particles, including neutrons and neutral pions, using more detailed physical models
and libraries to understand their impacts comprehensively.

Advanced Technology Nodes: Future studies should investigate newer technology
nodes beyond 7nm to assess how further miniaturization affects SEE susceptibility and
to explore mitigation strategies.
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